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License Payment
- LicenselD . String -id : String
- LicenseName : String - paidDate : Date
- LicenseDetail : String - total : Float
- LicenseFee Sint - detail : String
- _ - paymentType :Boolean
+ displayLicense () : String
+ getLicenseDetail () : String +selectPaymentType_()  :int
+ selectLicense () Sint + payFee () sint
0.* 0.*
item account
Item Account
- Licenseld - String - id : String
- fee - Float - billingAddress : String
- quantity “int - openDate : Date
- licenseDetail : String - closedDate : Date
+ displayLicense () :String | g + updateStatus () sint
+ getLicenseDetail_()  : String i
order
0.* o.x
cart order
1.1
Cart Order
cart
- itemid  String - orderld : String
- createdDate : Date - orderDate : Date
- licenselD - Integer - issueDate : Date
+ user - User - issueAddress : String
- statusCode : Character
+ addltem () sint - total - Float
+ deleteltem () sint
+updateLicenselD () :int + placeOrder_() sint
+ viewSeleceltem () : String
+ checkout () sint
+ calulateFee () sint

§Uﬁ 4.46 uwuNWAa1anlasnnsM3AINssuUgounau (Reverse Engineering)
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o AMZYN9U (Team) (Junsitmuindnsiugisznoumeideimgvaisauyinausiuiu e

daneurondLIsTasaanysel Inaldsun1sdnsiuazuousunannedfnsiuIms UL

[V
v

YNU am%ﬂLm'azﬂuﬁmmmmmwmﬂmmaﬁé’%ﬂusiamiﬁwmszw YUINVDIAULITUT

zdvualdnfinliAnAMUAaeIRl Lazanusavinaulraulanelunteausun

o @NFUNEADS (Scrum Master) Fe9zgaelinisuszyuduliegesviunazlanadnsia
panu1 luimesuanlvnnausnwIalunsyseyy wasismUssyulugiusaungnvasiy

Waiwn Tnefianusufinseusedl

o mivdnguassavidededatowing q flenvasfinty

o Myadanmadeuiifiussansaiwlunisyauliiufiuimun
o MIIANITAUNATAVDINUNAIU

o afnanuilaluanuduiusinseninaiuau uazgifevamanigluuazneueniiuimmn

o UnUasfiuimunainnsvenveiniagn1ssunIunguen

Inputs from (o)
End-Users, 4
Customers,

Teams and
Other Scrum Master Scrum Meeting
Stakeholders

Every

1 l l 24 Hours
Product I
Backl?)g \, )
3 Ei i [ ﬁ a Refinement Y
Product Owner Team Sprint ﬁ &

Review

2-4 Week
Features Tasks
’ Plans how  F— Potentially
n much work to 2. Shippable Product
it for = Increment

the Sprint 4. No changes in duration
5. or scope during the

5 Sprint Planning
- s Sprint Backlog Sprink cycle [
8.
Product Backlog Retrospective

sURA 5.7 MsUs:yus:auauavluns:uduNISWUUIS:UUILUUD DA

~jo|ols|wln]=

(flan - https://pkpmp.wordpress.com/2014/11/24/scrum-framework-at-a-glance/)
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Uy lun1suTmsannIsnUIBURIesIAnsmg & 3 anyaz Nanae

1. Jgymmnunszutinnusanlandun1svneu (Function Based) e Jeymiliieidasiunisiiavan

YDINUILIU TFIFABINITLUVANTAUNANTBITUTEAUUL URNTS (Operation) Uagseauansaune

WBNN53ANTS (MIS)

wilsdodAryuans
n1svungidsunaavu
Useiiudenu
UAZNBINURUNAUNY

v ] v oy d
TAUEEN ; Wi
LATHULBNENT ns2vdaudoya

Indaananslinu
v a6
Y elusuaild

vy oy o v
memmm'maauﬂm‘.!aan'm

Usznaunisangudeyaves
nsuNAILIgIAaN1SAn Yszidiu
RuadununasmuRunaunuai

Furugnineuazyszamianis

sun 6.2 UryK11BuWondu (Function Based Problems)
(w1 = &nnulIznudIaN)

2. Yymmuuleuensognsatans (Agenda Based) (Uudgmiisatasduuleuty wie

gvsenansnusuilasuluauaniunisal ssuvansaumansesiulagmilfie ssuvaisauma

[ Y a

dmuguinns (B1S) Tnglisyuuadstayavsewmilesdaya (Data Warehouse/Data Mining)
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Thailand 4.0

(Smart Industry + Smart City + Smart People)

Thailand 1.0~ Thailand2.0  Thailand3.0 Thailand 4.0

Agriculture Light Industry Heavy Industry Creativity + Innovation
Low wages Advanced Machine Smart Thailand

1. tnuasgaadna (Smart Farmer)

2. 3ngmaasiwayusu (Since for Community)

3. msgns:aulud “Us:tnARWaa” (Makers Nation)

4.3818WuHvauAQ (Careers for the Future)

5. msYatfiudayavunalked (Big Data & Intelligence
System)

6. lasvmisiiovudanssuoikis (Food Innopolis)

7. wau3anssus:LIgvLASULIADWLALAIACO:IUDDAN
(Eastern Economic Corridor of Innovation, EECi)

8. amsndw du (Startup Nation)

suf 6.3 UruriBouleune (Agenda Based Problems) [1]

a & 4 ld v o & & o a w | A |
3. Usyvniaivuil (Area Based) \uilyminfendesiuiiug dnazifinfumbenundavivaiswi

viedmsailusuiifetesiuiui ssuuasaumanldiuseuuilfe ssuvasaunagimans (GIS)

CLUSTER GROWTH
, "o

Covid-19 infections - » 5

between April 1-14 INCES where infection clusters with more
than 100 cases have been reported

Infections Linked to

entertainment

‘Venues

O Nocase

1. Bangkok
o 140 cases 2. Chiang Mai
3. Chon Buri
4. Samut Prakan

5. Narathiwat

6. Prachuap Khiri Khan

Total cases:

ALY,

7.Samut Sakhon

@ Overs0cases

8. Pathum Thani

9. SaKaeo

/

Source: Ministry of Public Health BANGKOK POST GRAPHICS

SUR 6.4 UryrBoWUN (Area Based Problems)
(w7 : www.bangkokpost.com)
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Knowledge
T —
Decision Executl\!e CEO. Agenda Based Problems
Support System Information
(DSS) System

Report Manager

Function Based Problems

Database Staffs

sUA 6.5 d1dUGUUDYS:UUANSAUINAAUTTUKITUNISUSKISION1SDVANS
6.2 anmUaanssudvAns (Enterprise Architecture)

da1UnenssueeAns (Enterprise Architecture, EA) fio nsguiun1sdiewnaluladaisaumne
(Information Technology) snatiuayun13aniueugsia (Business) iAnuseansnin (Efficiency)
uazUszAENA (Effectiveness) gegasiasdans andnenssuosdnadundosdefitielmiuamsiu
yosszUUAN 9 Tuesdns o muaiuImansysannsssuumaluladansaume uaznnsaoans
dhifunnshavesesdng Wussuusausnistmualandnisiavdessia

Whninevesaadnenssuesdnsie nisadvanmwandeudumaluladadviainduniaieriu
(szuvsawIskavrendwI T lunnsgu) Mnesdns men1sWeulesludymsmansuaznagnsves

29ANT Wnelanzag19dalinsimuaninsnisiunisiminensauaavianiiegnavanldlvg waznislyd
N3NeNILABEANAT anA1lETNY warAaUALBIAILABINITLARTY
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nisvamsinalulagasna

nsauda1UnenssuasAns (Enterprise Architecture Framework) fa wuannslunisdniiuay

s 14

nsdnenaadnanssuesdnsluldou Wunseunisinunuszaugnsmansiduius wazdonndas

Aunuuloviesumaluladadvia lnedinguszasdifieadrsunuiivemineinsiiiaiinovauss
N3EUILUNTNNNGIRT waznnsifuguaiiduindoussaseiieaivafunagninisgsionazisnis
dudunuihumeluladidva Jaanineazdenliifisme WenoliiAnnmdimiudiusznineszuy
welulaBAdvia Airliuinstudiidnlidmudeiliusulnasnadosiuaiudesnsiiuguratasdng

wan wenaniifsasdudi@indsnanimnisiaun anudualunisldvsnensuaznisldaisegesduen

No Entthitecture EnterpriMecture

sUf 6.6 msiU3sulguavAnsitdinaluladgadnauvudivaudivina:uuuidamUagnssuavAns
(w7 : http://www.merlinssolutions.com/2016/04/11/enterprise-architecture-framework/)

TOGAF

Reference-model Guidance

I

|

| Taxonomy completeness
: Information Availability

|

I

|

—_— . Information Availability
Time 1o value Time to value
Federal Enterprise Architecture | Gartner

Framework
Time o value

Governance Guidance
Prescriplive Catalog
Partilioning Guidance
Reference-model Guidance

Business Focus
Practice Guidance
Partitioning Guidance
Process Compleleness

sUA 6.7 nsounsdaranilagnssuavAnshteutd [12]
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Architecture Content
Framework

Reference Models

ADM Guidelines &
Techniques

Architecture Capability
Framework

ST

Solutlons Continuum

sUA 6.9 uaavlasvasivua:aruus:nouusv TOGAF [5]

Preliminary
A
Architecture
H Vision >
Architecture !3
Change Business
Management I Architecture
C
G . Requirements Information
Implementation «—» A “«—> Sy
Governance Architecture

/‘I\/

Migration Technology

Planning E Architecture
s, Opportunities e

and Solutions

sUA 6.10 38nswauunamiasnssu (Architecture Development Method) [5]
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Development Methodologies

/ Z\"*
m

Deploy

Waterfall Method Agile Method
sUA 6.29 W3guifisumssamslasvnisuuuthanua:uuualdd [20]

Wnsnaugendwsuuualad (Agile) lTUITN1590 q Mwerduwislasunisiauwardssuliiu
anAiiazides dUunaulunsinawny [11] Ussnaume 5 Tuneu fakandluzui 6.30

Levels of
Agile Planning

What, Who, Why, When, Constraints,
Assumptions

Releases - Date, Theme/Feature Set,
Objective, Development Aproach

Iteration, Team Capacity, Stories, Pricrity, Size,
Estimates, Definition of Done

Stories - Tasks, Definition of Done
Level Of Effort, Commitment

- What did i do yesterday?
- What will i do today?
- What is blocking me?

SURA 6.30 NS 0UWUMSWEUUBaWAWDSUUUDTA [21]
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JFADNSSUADIUADLANS
REQUIREMENT ENGINEERIN

nguseasd (Objectives)

el lannAnvesmiafeinmsvesszuunasnsdoudar:
wielsiiilanuunnssseninededmunaudenisee
waguuuliluilaidu (Nonfunctional)
ielidlafanssundnvesiaminssuaanud

(Elicitation) NSAATITALAZNITATIVEOU

Winlmdlade3isn1sdnviena

o_ & 6

Ch_07BK.indd 235 04/04/2026 15:06:39




Chapter 7 271

JFDNSSUADIUADVLANNS
Web Application uAAAsSSsSUA
- as2vdoUAIENUGluNIsuDDNfUBUYIAUS:NOU
Aomshidusuasiedogunw
(o) @ - as>vdouanUIaYMSANTUMS
- yadaluaunyraus:nouniomsiiiuduasigdogunmw
- dUTkaaua:anoulkaaluauryia
~ - adynna -
avn:l0guldngs:=uu . ;
v - asdvdpUAIANUATUNMSYDDONTUDUYIA JuooLa
Us:naufinnismiuduasiadogunw (Database)

- AsJ>vddUAMU:UVNISANTUMS
- yadaluaunyraus:nouniomsilduduasiedogunw
- dUlkaaua=anoulkaaluaunya

Mobile Application 1SRG Juiinav
- asvdpuPNasluMsyaoaniuaynyIaUs:NDUADNS gudoya
AIdusuaswdogunwyavUARasssuaTIia:iauAAa ’

- asdvdoUAMUEYaYMISANTUNS

- @wnsaiddvudoyavovyAnasssuaia:iaunnala N

- IBvanU:N1saNlUBYYIA

- dUkaaua:anoulkaaluaunya e

Web R~

WQua:s:uu Services Payment
vy Gateways

- INU-au Fquias:uu
- IWU-au KU
- QS29ddU IWU-au Judoya

dudaciotd
(Web Client)

2.2 Wean¥uvasszuu (Product Functions)

<AgUTanFunanNgenAwITABIYI WU WHUAINNTELATDYATEAUUUFANTOUHUAIN

AANARDULANG >

szuvililunisiiusiusiudeyavesdueseniuaygyinianisiiliudunsiedegunin
lagaziiusiusiugiudayasinnisnsendayaluivueundiadu vasaintudeyadn
gnnsenliazgnadlungiudeyaiienusiusiuuesUszanananaly syuuiluusgldau

szuvean U 4 d1u Ao

1. fuesulueygn (User) winduynaaasssuniuaslifiupna aunsoameidounas
nsendeyaiililunisvesentueygnaiansiifudunsesoguaim Upload tenans
firedliusznounsveeyyIn ausansIvdeuanunsaieentuayanals lunsdli
Tueundinduuulnsdmilndouiianunsadiszarsssudonsinumaiuiouadsls
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o/

mqﬂszaaﬁ (Objectives)

OO UIUNTZUIUNITODNLUUTZUY
e85 U18NTEUIUNITOBALULAIUNEATTY

LBOSUNUNTLUIUNITOONLUUAIULTBUAD
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NNSooNIUUS:UU
nMsassuuiialinsezadunszuiunsiussrinadeilaidulasideing Wy eanuuuieds
MsBeileity il lusunssnenwIiBeing dsagilsinmsudlusasimunszuuddymaun
mevids ilesnuunAauaseasBenvesivansisnistunndnafulasduds uonainimindesd
n13USUTONTEUIUNITN953AR (BPR) viiaUSuUTeNTzuLnIIMegsAa (BP) Amsazdavinliiaiadu

AU MNUUIIBNTLUIUNTIANLNILATIZITLAL DN UUSEUUAB LU [4]

NNSOIVIINU
38MSIBLWLAGU na:uskislasoms 38Msizuian
(Functional Approach) (Object Oriented Approach)
A1osUNY Use Case
ns:UdunIS Diagram
msUsusalAsvasvNVssAD
Context (Business Process Reengineering) Sequence
Diagram Diagram

NSUSUUSLNS:UOUNISNIVSSAD
(Business Process Improvement)

Dataflow Activity
Diagram 31As1:K Diagram
(Analysis)
2oNIluU
System (Design) Class
Flowchart Diagram

doudadorls, wosunasigviu

Relational
Database Schema - < -
mssnuAdDIWUUAVUaDane Interaction
Diagram
Structure S:UUADUWDIQDSIIAIN3DUNY
Charts
MsWNousy
Structural Relational or Object

Programming Database Schema

NsSYstuINISansauine
dndagnssuIBoIBoSId
(SOA)

SURA 8.1 MWSIUUDYNSDDNLUUS:UUASAULNA
A2g35MISIBuWVABU S8MSLEvIaE uazandagnssulBolsasia [4]
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NNSooNIluUS:=UU

3. aandnenssusu-THusn1suuy n-Tiers WsaszUUIUWD3Ia (Web Service)

naa1tnenssunuy 3-Tiers WisiuuaUnaladu (Web Application) Lﬁaﬁ%m&ammﬁuuaz
Fudioutu Feyaiinisnszanelunuiiing q FuiliAnszuunisnszanedoya (Distributed System) B
Huns@enles Web Application wane 9 svuuddesu faus 2 szuutuldaudie N (N fe $1uau
520U Web Application fnideslsdoyaiy) nadenladayasswistudulinaluladiduwesia (Web

ds

Service) fauansluguil 8.10 4]

L} Q
(9}
s E
] [}
oo [Vp]
o)
Browser ’S’/\ g
> =
f— |
&
— HTTP A
Browser [ g
K
I ,\ (O]
Iy > L
2
e 3
Browser 8
=

Application Server Database Server

sURA 8.10 amUaenssusu-TRUSMS (Client-Server) LUU n-Tiers [4]

a 2 a a2 A o A 9 v oa ! v ac 3
LWIARYRILUINISAL LIuanunsaviu viselviuinisuedsannsiesen@sviies (Server)
fing ) ysannstiumemalulaBauusnsiideseuIAnNIsUsTIIaNaRUUNIZE WaensAUUSNSE

UDDI (Universal Description, Discovery and Integration) ¥il#@11150AURIUINITANS &) NRDIATLA
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8.2.3.4 ammiUagnssuuuunaua:nisnsov (Pipe and Filter Architecture)

suwuuilgnihanldnausraniivnesgnldiduasiwsniieldnisuszananateya Wenisulandu
o U o w = ¢ | & & ax
aduiudeyanussananaluguuuukund [15] aadnenssuwuuviouaznisnsesiagnangiduisnig
MIURUUEEIERU (Sequential) wuungu (Batch) MsUssananalauiinissiusiudoyalizgiaam
nilsnauyinnisusedtana N1TUTENIARALYIININYIMIAINNMUA Fe019vI N TunTennduney

1 < v s u 1 £4 1Y v & Yo [

fldliannsadiunadnsiuiinas llanunsaldneuiuszuuls andeenssusuuiiagldiunisiaues
Bumesilnusvauassnas (Intemet of Things, 1oT) laefinsiiuteyalinaunsalisuwesuaiinig

delayaluuszananalu@inges [2] Awandlugun 8.11

Patient or Elderly GY-521 MPU6050 Arduino UNO R3 Arduino IDE AIS NB-loT

-
=)

User Web Application

N

MysoL:

Magellan

SURA 8.11 chagvnsidanilagnssulluunnla:N1sNSavAUS:uUUASIDFUNISHNAUUDVRUIEY
rSoRguogdIedutNaSIbaUs:auasswav [2]
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o/

mqﬂisaﬂﬁ (Objectives)

o LD UNETI0AYLSIAYRINSHAILLA ANAISEUY
\ieeduneisnsvadeugenfLaswuUsIg 9
[ieesUNEIBNSARRIsTUY
\WieeSurenisdnvinenans
\ieaSurenisilneusy

WaasugUseannisungesne
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9.1.3 3smswauuilusunsuuuu Agile ua: DevOps

NIWAUITEUURUUALANVTBNITENI Wuudnaedinn (Water Fall Model) madilananduuen
WLz AUTEUUNUNTNM SR LN I FaiUn1TIATIERANAenITueg1en Tuvuensuwuy
8134 (Agile) A wwiAnlunsvihunlinnudAgylunisdeansiugifertomniie iensusul ey

Waunansnsognaenal WenouauanuaeIn1sveglia Faldandiuuailuuny 5

Tunswanszuukuueladiu luvisedenniinsidsusvasnn 4 ndndissuuldsiiiuns
Tudre1aviliiAndaymi3eswesnisaiiunis (Operation) Wy anuhiuldvesssuu Fao19avdana
lugalassasreiuguinewionld waeviliuiifinig (Operations) oeflainuin aznsiadey
Haymldandile mseindnnsdsusdasfivniuly SRR TV R I CH ARBN VST aN Rt PN
meiu senInefiugiaunvensduwls (Development, Dev) Pvhuthfinauge s iansanouaues
AUABINIVBIGNATLABE1NTINGY AuTiuuf RN (Operations, Ops) Fvimihiliuinissenduag
pgafluszans A TaesTiuarduiievausnnudufiiieatiu Sadenin DevOps (Dev + Ops)

Ustlovtivesluaa DevOps fe dsausenduiilinniiiu oonjulval 1 187y uilugaunnses
1Hi5%u Yfufsonisidsuudamesmanldfteiu anfunu anAldine wazannismeariney
(Downtime) ¥ilild¥unnufiemelanasamindofionngliunniu vonanidaunsoldniadsia
nMaveaeu msdnweulassadiaiugu msusuliuasnsnsinaey wasthelideundusiaiisme

6 o v a’t{ I Y o 4 ' U Y1 v
L’J@i‘ﬂ‘lﬂ,@ﬂ?USUUIUﬂﬁmﬂJ@QﬂW5Qﬂu38UU wagihlannundenaisnsausvaualaieiazUasnie

sURA 9.11 As:UdUMISHIVIULUU DevOps [11]
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N1SAQALS:UUIANISUISOLSNL

N3UN 9.11 uansbiiunszuiunsinnuildonlss Devops WugnrensUfuAnysan1sng
WamgendAwls wasnsadunuiumalulagansauma lnedgayanuneiiogussesiain1snmu

14 1 1 1 A ¥ [y 13 s al o & 1 ] a
PHANT) LLﬁSiMﬂ'ﬁﬂﬂll’e]UﬂEJ']\W]'EJLu@ﬂWi@NﬂUﬂﬂJ.ﬂ'}W‘?ﬁawmLL’JS‘VIQ\‘I MU DevOps WUAIULETUUBINNG

WaluandkIshuUalagd [16]

Custfmer Developer Operations
. + +
Software Requirement Tester IT Infrastructure

sURA 9.12 uaaumsdoaiss:HIWRIAEIUDVAUBDWALDS (Stakeholders)
W(3HSDanAN (Customer) IWcUuN (Developer, Dev) ua:gqQuas:uu (IT Operation) [9]

Customer Developer Operations
+ +

+
Software Requirement Tester IT Infrastructure

Customer

Operations
+

+
Software Requirement BAP IT Infrastructure

200,
) *

olution
Devops

sURA 9.14 DevOps Baa9anmsAugDv3lunIsdoaisuov Developer ua: IT Operations [9]
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N1SAQALS:UUIANISUISOLSNL

CONTINUOUS INTEGRATION

Commit Build + Unit Test + Code Quality

AGILE DEVELOPMENT

Daily Standup

0 ‘:' Weeks o
I — . 1121
Continuous Code Cl Server

Product Backlogs Final
Stage Product Feedback Repository
4 Code Quality Repository
Process User :
Flow Chart Inputs Daily Mcties Manager

Continuous Continuous
Feedback

Feedback

Continucus

CONTINUOUS TESTING

CONTINUOUS DELIVERY TS
O 7 Infrastructure . @_‘ o
as code

Product Collaboration  Test Scripts  Test Suite

— AoTor Wi

— Feedback NI

B et Cl Server | Igs-
AT Bl |

g -
Repository Testing UAT QA
QA Manager Metrics

suf 9.15 nmswauuilae Agile DevOps
(1311 : https://www.pinterest.com/pin/164592561369080180/)
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o/

mqﬂisaﬂﬁ (Objectives)

o LHBBSUIEIAINTIULDNA LIS TUDI I

\eaBueITnsysannsszuumeanUnenssuida

WesSurewmalulagiiuwesia

dl' a ada r:l' ¥ 1 ~
Weadurgionisuanildeudeyasyningiayy
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IFDNSSUBDOWAIDSIBYIBDSDE

SOA relates to enterprise service exposure

99090000 (XIXXXIXX] 99000000 99090000
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Application Application Application

Microservice
application

Microservices relate to
application architecture

suUn 10.26 Amudauwusuavlulasisasianuanmagnssuldolsasda

v
'

n
(#A1 : https://www.ibm.com/cloud/blog/soa-vs-microservices)

Microservice
1

Microservice Microservice
I\ 2
Business

Domain

Microservice . :
Microservice

3

Microservice
a

SURA 10.27 mwsauyavuudAalumsns:oremstiviunuululasisasda (Microservices)

(‘17%111 - https://www.edureka.co/blog/microservices-security)

Lulaswasia {Wuisnsuendiuveswendus Algnysmneifiowusszuugendwisawnlvgeon

[ ] =3 ¥ fa a o - 1 s
WUEIUUIENDUIUIALAN ﬂﬂﬂﬁﬂqﬂmﬂﬂiﬁﬂﬂﬂﬂimai'}ﬁ LL'e]‘lJ‘WﬁLﬂﬂiugﬂﬁiqﬂsﬂuwﬂﬂﬂq@Jﬂ@ﬂJI‘WLuu@

)}

daszNsunmaznszviunskaunaetulduwesia antnenssusananvislimieunaiadulsuruin

v

[

o3 Wenszuaumstawdnundmiunmmeass lazaanaeengnandmiuauaudilnl o

04/04/2026 15:09:16 ‘ ‘



CHAPTER

S

NIsSWaUUIUAaInsaluddna
nla:Ueyeyds:-Quy

HUMAN RESOURCE DEVELO
IN DIGITAL & ARTIFICIAL IN

o/

mqﬂisaﬂﬁ (Objectives)

aa o

o lilDBSUNENTTUIUMSHALIYUARINSANUARYIA UazTayey
o WinaSunevinuzidvia uasdygnuszhvgninduse

o LRETUIINMIHAILIYARINTAUNITHRIWIMALL]

Wanuszarun (Contents)
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VINWZAUAINAVDIVITIVNITHAZUARINTAIATY

an1sUSuaBwlusFuIanIva

= o - A oo o Y o o o, o, an o
nn AugTguunt Tun1sussyailodun 26 fusneu 2560 Inquszasn o eaiiuayunisuiudeunaipduiguadiva
waumngliisniuguidiiendn @wmsumeu) sy

uATYARININIATY

& oanw o
NN¥EAINaMNUIEaN

I

|

1

[ J o o o P 1 PR Sy AuRI AL de
ATUNU AN, IANT 1UAINAVBIVITIVAS Watnvsun JARTININIATY NVINENTARUY
1
a qv .,

1 ialifdunumsuamissniuasdy fies mua‘lummnmmﬂmm'luu
1

1

e 7 auaanis

I
|
I
I o o sy | '
1 Wuifnuzitaly (Generic ki) WemsusunAsuidiuigusadva | L @
Tailwvinuzianzmedmiuivadn (Professional Skill) 1 g
| .
. N v A oo ]
HANTIOUMNNTUINTVBI TN IHAEDUANTTY Auvlde
¥ 1 Open and Connected
I
|
I
I
|
.
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) o v ) itizen
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23pUIENBY finyeiuRIviarasnIMenITuazyAAININIATE Usznaudae 4 asausznau el
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y o muwlauazluwaluladaiva ﬂs"ﬁun'lw
* nstualilagadiadiemshauiauiu (Digital Literacy) * TydAdiialumaihanuathag Jaondit
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* NIBUSTIALIA vmmlg]unwn ngwnEAdYa Standard, and Compliance) FAse uazdesnsvayarIwiINTsTYIY
* hwane ¥Wusha nasuaumainnuvssieau * welilaadvatesnsziudnunwasans Digital (Requirement)
Technology) o shoiivanvateiinisionan sewuagzatiuayuly
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(Digital Transformation)

o

I
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Amg ANUATD Uszaumsal

4
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(2 27/2552) 15eazBeniisdin Tusaaunul

O[O}

siadlvane Andaszd uﬁﬂn_;m'lﬂ" . NIFFHIUNUUAENDUNNIBITU (Coaching and
Wasuuszaunisailval 55u adeassa Goujls Empowering Other)

fapnauag Adeviend (Vslomng)
ﬁiﬂﬂiuﬁ"mnuﬁunuwaunﬂ'lnnﬁu'li! msqwnﬁuwﬁmnw (Strateglc Orientation)
wonfuamnsdes fuiiaveu ﬁnun‘mmnu’m'ﬁujaﬂumm (Change Leadership)
fignusTsuiusaT

~

sun 11.2 pvAUs:npuNnu:aIuddINavdvdnsIsMsua:unainsninsy [4]
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1. Single Agent talauann1sveunuuitaasaluduien Tneldlumanivivuinlug (LLM)

s A o

Juanesdrwnansszuulygussivg Ivhaunsedadulafissdiaioussgdvune

<9

2. Multi-Agent LolauUAMaIEFINNAMUTHITIYANAUNIYINUTWAY owAUgyidudouiu

nIneluARILAgI9siansle Wslensauinsgiuntlslmenudsatvdeasuasldinodio

s2uiula WU Model Context Protocol (MCP), Agent-to-Agent (A2A)

3. Human-Machine Agent szuuAusInilefuyuduazssvulayyiussavgonludavinau

] Y] a a ¢ @& Yo o o o 1 = A = ]
9UNU LW]UVlﬂﬁy]ﬁlJﬂ'UigﬂﬂgsﬂzLUuqﬂi‘Uﬂqﬂ\‘iLWFJ\TE]EJ']QL@EJ'J ISmUQ']UWNﬂ'J']iJLﬂENQQ LUUAIU

Uaanny (Safety) Lagn130513a@0u (Accountability)

Impact of AI Agents on SDLC

o Help teams start projects
'—'Q Creating quick prototypes to test ideas
0—»@ Make coding more productive )

o Quality improves with Al agents
\ -QKeep the software running smoothly >

& ValueCod

V4

_/

sURA 12.8 nsidUnyaunUs:auFidocounu (Al Agent) TusvdsSNISWUUBDWALDS

(‘171'11'1 . https : //www.valuecoders.com/blog/ai-ml/ai-agents-and-their-impact-on-transforming-sdlc/)
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segeh 3 : @57199mUS558 (Culture & Awareness)
welvintnaunseudniuazndinng

1. n139UsH (Training) iAu3Fesasesssulaanuseiug (Al Ethics) Anusiuaslasndelsiues

'
1 t

wayn1slEdgauseAvgegtunsaondy wantnonunihsou llduamhsanuaumalulad

&9

ANTEULNA
2. Wanunvasans (Open Communication) @319imusIsuninaunaIsenuiloadsn

Al iauiianan visenaansnlignaedaelignatinyg (Blame-Free Reporting)

528EN 4 1 N1INTVFIULALAANIN (Monitor & Review)
e vuAsaUNTSMUNIULlEUIY WY 0 6 Wau wszmalulad Al lWRswEaun

%

) (s
Al Risk Management %
Framework =3
o

Govern ﬁ%

Manag®

§Uﬁ 12.10 aspumsaitduviu Artificial Intelligence Risk Management Framework (Al RMF 1.0) [6]
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mqﬂisaﬂﬁ (Objectives)
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o iBUsTENANANNIS Cyber Security kag Al Sec

Waunuszaiun (Contents)

13.1  wénnsSnwausiv
13.2
13.3
13.4

Ch_13BK.indd 483 04/04/2026 15:11:35




. Chapter 13 a7
nssnuANUluAvUanansnvlsivosia:Uryryils:aus

2. myazidindayadiuynana (Data Privacy Breach) luinatya1usehvgensanindeyadiuynna

‘ ‘ Ch_13BK.indd 487

Nnyaveyainaulaglildlanuy wazeralawmedayadinaniesanuilalutuneuniseyuiy

Alaudldimallanislauduuuauay (nference Attack) Wy Model Inversion Attack 310ty

dernnnungaland (Adversarial Queries) Wengneuasetoyarnasuusaugunilng wialyd

Membership Inference Litensiaaeuinteyadiuunnanegnldlunisinlunaniely

Model Inverstion Example

Stage 1: Biometrics Theft

Adversarial
Queries
Dataset Stolen
Image ﬁ 1
Model
Responses
Hacker Target Model

e Y

"John Smith" -
Access Granted

Send Stolen
Image

Hacker

Target Model

sUA 13.3 msTouduuu Model Inversion Attacks

(ﬁMW . https://mindgard.ai/blog/ai-under-attack-six-key-adversarial-attacks-and-their-consequences)

U7 13.3 #8819 Model Inversion 4uf 1 fie flasRvluedeua?inin (Biometrics Theft) 310ty
dspnudalanf (Adversarial Queries) W lUglunatdvuneg waziiusinauvadliiaa (Model

Responses) Nausn livethnaansinalluasislayanseudmuilieitesiuidivesdoya Jui 2

aa v

Ao Mslauddeiiies (Follow-up Attack) L:ﬁa;ﬁwmmammamwwlmmmé’a fidesialiszuy

<

fuduimudnasudielfrusi nafessuueaideinduyaeaty wareuginniadnds (Access

9

Granted) wazUasslniudnlulgaula
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3. n1aviaundn (Evasion) iumsaiisdoyanddaustnsludunouniseyunu dWievhliluea
Aansduunysziavienatn glasdaiisiiognadeusting (Adversarial Example) Tngns
Revudeyathiindntes Samudliausadunmiiuld udfismenaznasnlilunadnduls
Aomann n1slauRnuuiiduuntdidu 2 vssam 1o

3.1 White-box attacks flaufiinnnuilavauysalinerfvanidnenssy wisilnes uazdeya
=
nsinveslung

3.2 Black-box attacks glandlifinnuifeatunalnnaeluvedluna wazaiunsaldneuiu
LuinalanIunig APl ity

Traditional Machine

Learning Training Phase gl

Input Data

011
0101
001

Deep Learning Training . Predictive Model _

(B=]
. Perturbated Data Incorrect Output
Noise

Adversarial Attack |
Phase e EDUCBA

sUR 13.4 gloudileiumssundulan a (Noise) avludayaloraaniRlulaadaduloRawana

(‘ﬁlm . https://www.educba.com/adversarial-machine-learning/)
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Junadau (Test) FelulduAnagaun1syNUUNATBITEUY UATINEINISTNAZBUATUAINTUAS
Uaande (Security Testing) Lilaguiu (Verify) 315zuUvanudan1nuasuauluaIlaonsen

AMuualy

el mnnulgmvisededlniluseninteeniuu Waun nievegeu Nagdinsnauluudludaunszau

Tommuavsanisesnwuulng dagy

High-Risk? —  No

SUA 13.11 ouasmisweutnsawdudshirdviivanubuavUanasie (Secure SDLC)

(ﬁmw - https://owasp.org/www-project-secure-by-design-framework/)

SDLC Process

Requirements  Design

Secure SDLC Process

Risk Modeling
Assessment  ~ &Design

SRR

sUA 13.12 W3suilfisuns:usoumswauunsawdudsuuu SDLC ua: Secure SDLC

(17‘1'm . https://checkmarx.com/glossary/a-secure-sdlc-with-static-source-code-analysis-tools/)
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A

Agile System System

Development Testing/Operation

Learn from best practice and
standardization

SUR 13.13 209sB3auavsawduds ua: Al luniswcuuis:uuuuu Agile [15]

DevSecOps fNuuan Security by Design Aa n1swaumannisiuauduaslasadediluluyn

YUADUVDIIATNITNAILITENAT (SDLC) Aauasze Plan kag Code Inamdafannudumslasnie
AoudInlUSITunaUdn lUY992995N 150U 19T WilRszuuiAuIuAIUaDA N YA ILAAUNI

DevSecOps & Security by Design

Secure Security Threat
Coding Requirements Modeling Training

=
<
o
i
a
(@)

§Uﬁ 13.14 As:udunIsHIvIULUU DevSecOps
(#1311 : https://www.securitycompass.com/blog/what-is-Security-by-Design/)
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Joyagumu

IP Address

Cookie

doyadndnuad :
Hvoldoya Joyadiuynna ynounudoya yus:udsawa
(Data Subject) (Personal Data) (Data Controller) (Data Processor)

§Uﬁ 14.1 DoAUS:NDUMUNNHKUIY PDPA
(P ﬁ’]ﬁfﬂ\‘imﬂawﬂiiumiﬁuﬂiaﬂsﬁayjamuq@%)

v ] I

Aimwmendusieiinteyalvuludeyadiuynna Joyadiuynnaseulm uagduununumues

Y q

[y

frunudoya uazfuszinanateya iooonuuudns dynn uasnisnsvaeudoundy (Audit trail)
I#ogsgnsies il insrzngumnetiduliveifyanauaryana Tuuiensdlennasdonidadeunuinly
Yo fiinsUsznanadeyadiuyana Wy winauvesiieuYiins download Teyadiuynnaain
server vommhsnuinlilurdosnoufimesdiuynna dvnafnmgasiingn server v9avtigay
Junudyaravesmhsailuguzdauaudoyadesiuiinmungming uimnunazifiafalundes
AouftumesduAnakazigailadn Wunsdadulalunmsyszinanadeyadiuyanaresynnanna

uarasenanaznaaduiauandeyadiuyaranungming Jeseasulinnungming

14.1.2 >vvdsB3adoyadiruunna

19958 nvasdayadiuynna (Personal Data Lifecycle) iuddudunsunsusnouiutoyaly

uisnsvihangdeya BamivauteyadesujiRnungving Usenaumiey 6 duneu fail
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6. Aaluselauazadnuausalunisnsdasau (Visibility and Transparency) gAiunudaya
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ToguszasAla waslinininisdunsestayaogials

. Msiaswinsvasdrvestayadiuyana (Respect for User Privacy) faiuaudeyadiuynna

ABAAITNKAIUIEANILATAINtUNISITANSY I Ve TRyan AN Eneivun Wy Fnslu

N wily au sedunisly vsensuanuBugeueltuleyadiuynnavamy

SURA 14.4 kanmsaanuuulagmdviivaduibuaiudd (Privacy by Design)
(1 : https://sentinelafricaconsulting.com/the-7-principles-of-privacy-by-design/)

S . .
4/ reactive, preventative
¢ notremedial

Visibilityand
transparency.

Privacy.asthe
default

Privacy,
embedded

Privacy @ Into the

design

by Design
Principles

End-to-end
security - lifecycle
protection
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